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The meeting on Monday | | February
2019 will be Sir John Balcombe,

2| Balcombe Street, London

NWI 6HE
LMUG February Meeting.

Our next meet up is next Monday,
February ||, at 7pm.

We will be in the new basement of
the Sir John Balcombe, 21 Balcombe
Street, London NW | 6HE.

We will start at 7pm with this month's
Newsbyte our look and discussion of
Apple news over the past month.

This month our main topic will be
Open Banking. Open Banking is a new
technology which allows you to access
accounts from multiple banks at the same
time. Come and watch how!

Our Raffle Prize this month will be an
ADATA SD700 512GB Solid State Drive.
Waterproof AND Shockproof!

Announcement from

Chairman

I'm pleased to announce that LMUG's
AGM will be held on April 8 at the St
John Balcombe. | would like to invite
nominations to join the committee and
help run LMUG. At present all current
committee members are content to stand
again but we will welcome additional
members, particularly to operate our
social media accounts.

Speaking of which, I'm delighted to
share our meeting for the first time to
those unable to come to Marylebone
in person. Following advice from Apple,
LMUG is going to livestream our meetings.
Our first attempt last month captured
Newsbyte and our questions and answers.
The live video is captured and stored on
YouTube, enabling replay. Hopefully people
might like what they see and come along.

Search YouTube for 'LMUG' to watch

Meeting Calendar Newsbyte Special WWDC
for 2019 July 8
Meeting Date Photo Walk
Topic August 12
February | | Special Interest Groups
Open Banking September 9
March 11 Newsbyte Special: New
iPhones
Setting up your own website
October 14
April 8
Hardware: Focus on the Mac
AGM
November | |
May 13

Special Interest Groups

Special Interest Groups
December 9

June 10

Ongoing Offers for User Group
Members:

Special Offer —TidBITS Content Network: Trial Offer
Special Offer - EverWeb by RAGE Software: 50% Discount
Updated Link

Special Offer - Take Control Books: 30% Discount on All
eBooks

Special Offer - Teams ID, a Password Manager for Teams: 33%
Discount

Special Offer - Eltima Software: Up to 60% Off OS X Apps
Special Offer - Opus ][ Complete Collection: 25% Discount
Special Offer - Joe On Tech Guides: 20% Discount on All
Books

Special Offer - AgileBits | Password 6 Subscription: 25%
Discount

Special Offer - TechTool Pro 9.5: 20% Discount

Special Offer - Noteboom Tutorials: 33% Off Annual
Memberships

Special Offer - Prosoft Engineering: 25% Off

Special Offer - Que Publishing Products: 35-45% Discount




Certificate Wars: A Quick
Rundown of Apple’s Dustup

with Facebook and Google

ast week brought a media report about
Lhow Facebook was misusing its Enterprise

Developer Program certificates to
circumvent Apple’s App Store guidelines for a
privacy-busting “research’ app. Apple reacted
by revoking Facebook’s enterprise certificates,
which had the side effect of disabling all of
Facebook’s internal apps and beta releases (see
“Apple Shuts Down Facebook’s Internal Apps
Due to Flagrant Policy Violations,” 30 January
2019).Then it was discovered that Google was
doing much the same thing as Facebook, and
Apple revoked Google’s certificates as well. Both
companies quickly negotiated with Apple to have
their certificates reinstated, but how did we get
to the point where the tech giants are feuding so
obviously?

Timeline

Here's the order of events, which starts earlier
than you might have anticipated:

October 2013: Facebook purchases the Israeli
firm Onavo, a mobile analytics company.

2016: Facebook begins a program that
pays users between |3 and 35 up to $20 per
month to install a Facebook Research app on
their iOS devices. This app uses Facebook's
Enterprise Developer Program certificates so
Facebook can distribute it outside of the App
Store—and without any oversight from Apple.
Apple expressly forbids such uses of enterprise
certificates; they're designed to allow companies
to develop and distribute apps purely for internal
use or limited beta testing.

February 2018: Facebook quietly inserts a
“Protect” link into its iOS app, which leads to a
free app called Onavo Protect, a VPN owned by
Facebook. See “Beware "Protect” In Facebook's
iOS App” (14 February 2018).This VPN
effectively handed all of its users’ Internet traffic
to Facebook.

March 2018: Security researcher Will Strafach
reveals that Onavo Protect for iOS can detect
when the screen is on or off, total daily data
usage, and VPN connection uptime.

June 2018: Apple changes the App Store rules
to ban apps that “collect information about which
other apps are installed on a user's device for the
purposes of analytics or advertising/marketing.”

The change is clearly aimed at Onavo Protect
and similar apps.

August 2018: Under pressure from Apple,
Facebook removes Onavo Protect from the App
Store.

29 January 2019:TechCrunch’s Josh Constine
publishes a report with details about the
Facebook Research program, including its use
of enterprise certificates to distribute the app
without Apple's knowledge or approval. In the
article, Strafach says,"The code in this iOS
app strongly indicates that it is simply a poorly
re-branded build of the banned Onavo app,
now using an Enterprise Certificate owned by
Facebook in direct violation of Apple’s rules,
allowing Facebook to distribute this app without
Apple review to as many users as they want.”
Strafach’s analysis of the app revealed that it
could collect “private messages in social media
apps, chats from in instant messaging apps—
including photos/videos sent to others, emails,
web searches, web browsing activity, and even
ongoing location information.”

29 January 2019: 7 hours after Constine’s
article appears, Facebook tells TechCrunch that it
would shut down Facebook Research for iOS.

30 January 2019: Before Facebook can act,
Apple revokes Facebook’s enterprise certificates,
which has the effect of disabling the Facebook
Research app. In a statement, Apple said:

We designed our Enterprise Developer
Program solely for the internal distribution of
apps within an organization. Facebook has been
using their membership to distribute a data-
collecting app to consumers, which is a clear
breach of their agreement with Apple. Any
developer using their enterprise certificates to
distribute apps to consumers will have their
certificates revoked, which is what we did in this
case to protect our users and their data.

30 January 2019: Both Bloomberg and
The Verge report on the ensuing chaos inside
Facebook, as iOS-using employees weren't able
to beta test public apps or use internal apps for
things like transportation and lunch menus.

30 January 2019:TechCrunch reports
that Google is running a similar program to
Facebook's, called Screenwise Meter: Google

continued on page 3
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continued from page 2

promptly apologizes, telling TechCrunch:

The Screenwise Meter iOS app should
not have operated under Apple's developer
enterprise program—this was a mistake, and
we apologize.We have disabled this app on iOS
devices. This app is completely voluntary and
always has been.We've been upfront with users
about the way we use their data in this app,
we have no access to encrypted data in apps
and on devices, and users can opt out of the
program at any time.

31 January 2019: Apple revokes Google's
enterprise certificates, just as it had with
Facebook, causing some level of havoc within
Google as well.

31 January 2019: Facebook Chief Operating
Officer Sheryl Sandberg denies any wrongdoing
in a CNBC interview, saying that participants in
Facebook Research went through a “rigorous
consent flow." The interviewer manages to
maintain a straight face.

31 January 2019: Later in the day, Apple
restores both Facebook and Google’s enterprise
certificates.

| February 2019: Alex Heath of Cheddar
reports that Facebook has notified members
of its research program that it is ending the
program on iOS.

Lessons

What should we take away from this
brouhaha?

An independent press is essential. Sure, we're
biased, but Facebook launched its Facebook
Research app in 2016, and it was only thanks
to TechCrunch's reporting 3 years later that
Apple noticed how Facebook was violating its
Enterprise Developer Program contract. Kudos
to Josh Constine and TechCrunch for breaking

this story.

Apple’s Enterprise Developer Program is being
abused to avoid App Store rules. If companies
as large as Facebook and Google decided it was
acceptable to violate the program terms, you have
to figure others are as well. Apple needs to seek
out and crack down on such violations.

The divide between iOS and Android has
never been more stark. Apple is being a bit of a
control freak here, and we've certainly reported
on numerous instances where the company
comes down disproportionately hard on innocent
developers for no good reason. But the alternative
is to use Android, which allows users to sideload
any app and where the security level is a lot lower.
Pick your poison.

Many users don't value privacy highly. Shannon
Palus of Slate talked with some Facebook Research
users, and they were generally aware of the
implications. However, they had little expectation
of privacy anyway, so they were willing to sell their
data for a little money. That's depressing, but in
some ways, Facebook and Google paying for data is
more honest than all the surreptitious tracking that
both (and many other Internet marketing firms)
employ on the rest of us.

Facebook and Google are too big to fail.

[t took almost no time for Apple to reinstate

the enterprise certificates for both companies.
Would that have happened—ever—for a smaller
company?

Have we seen the end of this story? All that
has happened is that Apple has slapped Facebook
and Google for behavior that blatantly violates
agreements the companies had signed, but apart
from the elimination of the Facebook Research
and Screenwise Meter iOS apps, nothing else has
changed.

Apple had a rough week
Apple had a rough week, starting with a
nasty Group FaceTime bug that could let a
caller eavesdrop on you while your device
was ringing. Then the company announced its
Q1 2019 financial results, which showed the
significant falloff in Chinese iPhone revenues

that Tim Cook had warned of earlier. Fortunately,
Apple's other products fared much better; showing
strong growth. On top of all that, Apple feuded
with Facebook and Google after TechCrunch
revealed that both companies were violating the
terms of Apple’s Enterprise Developer Program to
distribute “research’” apps that paid users to let the
companies spy on their usage.

The content on this page is by Tidbits with their
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Remove the background
o you ever need to cutout a face from
Dthe background? | often find | need to do
this for some of my publications and | do
it in Photoshop, but its a tedious business especially if
there is hair to cope with. | do a rough cutout with the
magnetic tool and then spend time with a soft edged

eraser to clean it up, but now not anymore. | came
across a standalone piece of software that does amazing

BACKGROUND REMOVAL APl  ABOUT

remove.bg

Remove Image Background &=

100% automatically —in 5 seconds — without a single click

Selectaphoto  or enter a URL

cutouts in just a very few seconds. In your browser just
search for remove.bg

this is an example from the website

Original image

Image without background

& Download ~

this is one of my cutouts

then click on the green Select tab and this will
take you to your library of photos. Select a face and it
must be a face—I tried using a fairly large flower head
without success. The action is complete within about
five seconds and its remarkably good, much better
than | could achieve with ages of painstaking work in
Photoshop. It's a totally free app but they do ask you
to register, although that is by no means compulsary.
Sometimes before you can see your image it goes
through that curious rutine of asking you to click on
all the buses or traffic lights in a group of nine photos,
but this is a very small inconvenience for such a very
good result.

Maurice Baker

24 N

Personal & 100% Automatically

Professional

Saves Time & Money

Spending hour fter hour Aside from the image file,

Whether you are a graphic separating foregrounds from removebg requires no further

designer, photographer or selfie backgrounds? There's a better input: No selecting pixels, no

lover: Removing backgrounds way now - and it's FREE. marking persons, nothing.

has never been easier.




